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PERSONAL PRIVACY ISSUES
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INTRODUCTION

Personal privacy is a subject of great, unending debate. On one hand, businesses argue that they
have a responsibility to protect their private assets and a fundamental right to promote their prod-
ucts; similarly, governments argue that they have a responsibility to protect public assets and pro-
mote the general welfare of citizens. On the other hand, many people feel that it is unacceptable for
businesses and governments to accomplish their objectives at the expense of personal freedoms.
The constant challenge is to find the proper balance between freedom, safety, and the public good.
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Robert Ellis Smith provides a good working definition of privacy in his book of the same name:

Privacy is the right to control your own living space, as in the right to be free from unrea-
sonable searches and seizures. Privacy is the right to control your own identity, as in the
right to be known by a name of your own choice and not a number, the right to choose your
own hair and dress styles, the right to personality. Privacy is the right to control informa-
tion about yourself, as in the right to prevent disclosure of private facts or the right to know
which information is kept on you and how it is used.'

Clearly, a key element of privacy is the ability of each individual to control his or her own in-
formation, identity, and property. Although society could not function if each person demanded
complete personal privacy, we all want to feel we have control over the amount and types of
personal information others know about us. Individuals need privacy in which to think, create,
and grow. Similarly, organizations need to maintain a degree of privacy to protect trade secrets,
research results, and other proprietary information necessary to develop a competitive edge in
the business world.

But there is no such thing as complete personal freedom. We are all subject to laws and
rules. Each day when driving to work we must drive in the proper lanes, in the proper direction,
and within the posted speed limits—or we must face the consequences. Likewise, complete per-
sonal privacy is generally not possible or even desirable for most people. For example, we like
it when the host at our favorite restaurant remembers our name or culinary preferences. Yet even
as children we learn to respect other people’s privacy by knocking on closed doors before en-
tering or not opening someone else’s mail.

The quest for privacy must not come at the expense of what can be described as “the right
to know.” Businesses have a right to know what their employees are doing on the job, govern-
ments have a right to know that public assets are being used for their intended purposes, and mar-
keters have aright to identify customers who may be interested in buying their products. The goal
is not to isolate oneself from society in order to maintain complete personal privacy, it is to live
within society while still maintaining control over who sees your personal information. But there
are new threats to personal privacy every day, as well as new tools to protect that privacy. The
purpose of this chapter is to identify some of today’s threats to personal privacy and to present
some suggestions that individuals and businesses can use to protect their privacy and assets.

WHY PRIVACY IS SUCH A HOT TOPIC TODAY

The privacy debate is the subject of countless books and articles, Web pages, newsletters, and
reports. Personal privacy has become a major concern because of the ease with which informa-
tion is now obtained, stored, and shared through computers, specifically through the Internet.
Web sites, for example, collect information that individuals freely provide, such as names, ad-
dresses, credit card numbers, phone numbers, and Social Security numbers. However, tech-
nologies are also available that allow information to be collected about the Web sites a person
visits, or their buying patterns and preferences.

In addition to increased reliance on computers and the Internet, new developments in med-
ical research and care, telecommunications, transportation systems, and financial transfers have
also increased the level of information generated about each individual. New technologies in
biometrics (e.g., face recognition) developed by the defense industry are spreading into law en-
forcement, civilian agencies, and private companies.”
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Americans received a lesson into the extent that our buying patterns are monitored when,
during the Monica Lewinsky/President Clinton investigation, Kenneth Starr subpoenaed a
Washington bookstore to provide receipts for all of the books Lewinsky had purchased for the
past three years. We all learned a lesson about the limits of privacy when prosecutors obtained
from Lewinsky’s personal computer drafts of letters she wrote but never sent.

One of the major threats to personal privacy is that people do not know the type, scope, and
volume of information that is being collected about them. In the past, Americans took privacy
for granted and voluntarily gave some of it up to make their lives easier. One good example of
this is the switch from paying by cash to credit or debit card. People showed they were eager to
provide their name and account number to strangers in exchange for the convenience of carry-
ing less cash and the ability to buy goods and services on demand. Similarly, we readily pro-
vide vast amounts of personal information about our earnings, bank account balances, and
personal history to banks and finance companies in exchange for the credit needed to purchase
cars and homes. The increasing use of on-line credit card purchases shows that many people re-
main willing to exchange personal information for greater convenience in satisfying their needs
and desires.

A major reason personal privacy is at risk more today than ever before is that paper records
have been mostly replaced by computerized records. The vast amounts of information stored on
computers can be easily shared throughout the world at the click of a button. Technological ad-
vances have also changed the way people work, play, communicate, interact, buy goods and
services, and conduct their everyday lives. We in America live closer to our neighbors than ever
before in both a literal and figurative sense. The migration to cities has reduced the physical
space between us and the computer age has closed the gap even further. The types of data rou-
tinely collected on individuals by various means include:

* Your credit history

* Your health history

* Your educational history

* Your employment history

* How much you earn

e What you eat

* What you do in your spare time

* What magazines and books you read
* What calls you make

* What you buy (credit card and check)
* What Web sites you use

* Your sexual preference

When we visit Web sites, we leave electronic footprints that can be retrieved at any point in the
future to disclose our preferences, desires, and thoughts. But it is not only our current activities
that are being watched. The Web sites we visit or e-mail messages we write today add to our
growing historical profile—a profile of personal information that is becoming increasingly
more public each day. Employers and law enforcement officials have the ability to retrieve even
deleted electronic mail messages. Thus, computers and related technology provide threats to
personal privacy through the monitoring or observation of our current activities and through the
retrieval of historical records.
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Although this chapter will focus extensively on the unauthorized acquisition or misuse of
personal information through computers, this is only one type of threat to personal privacy, al-
beit a major one. Other concerns include:

e Surveillance

* Eavesdropping

* Wiretapping

* Office searches

* Alcohol and drug testing

 Ethnic and racial profiling

e Biometrics

* Unsolicited e-mails (spam), phone calls (telemarketers), or mail

For discussion purposes, it is possible to divide all threats to personal privacy into the follow-
ing separate but related concepts:3

* Information privacy, or data protection, is related to the collection and handling of per-
sonal data such as credit information or medical records.

* Bodily privacy relates to protections against invasive procedures such as genetic tests,
drug tests, and cavity searches.

* Privacy of communications is related to the security and privacy of mail, telephones,
e-mail, and other forms of communication.

 Territorial privacy is related to intrusions into personal domains or environments through
searches, video surveillance, and ID checks.

The following sections of this chapter will explore specific threats within these categories in
greater detail.

PRIVACY EXPOSURES AND RISKS
Biometrics

Biometrics is the collecting, processing, and storing of a person’s physical characteristics for
the purpose of identification and authentication. The most popular forms of biometric ID are
retina scans, hand geometry, thumb scans, fingerprints, voice recognition, and digitized (elec-
tronically stored) photographs.* In an effort to increase security following the World Trade Cen-
ter and Pentagon attacks on September 11, 2001, there has been an increased interest in using
biometric technology to check identities at many public places such as airports and shopping
malls. The goal is to be able to immediately check a person’s identity by accessing a vast data-
base of digital personal images. One possible scenario would be to require everyone to carry
cards containing their fingerprint information as a means of identification (see National ID
Cards). A more ominous scenario involves video surveillance cameras in virtually every public
building and on every street corner so that every person can be monitored.

One of the most controversial forms of biometrics—DNA identification—is benefiting
from new scanning technology that can automatically match DNA samples against a large data-
base in minutes. Police forces in several countries, including the United States, have created na-
tional DNA databases. Samples are being routinely taken from larger and larger groups of
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people, including people arrested for minor offenses. In addition, there have been proposals to
begin collecting DNA samples from all newborn babies.

The privacy concerns with biometrics include how to maintain the security of the image data-
base, whether the personal images will be linked to other personal information stored on-line, and
whether it is desirable to have video cameras in all public places. There are also unknown poten-
tial legal ramifications stemming from false positive or false negative identifications.

One example of biometrics in use was the face-recognition technology used at the Super
Bowl in Tampa. In January 2001, the city of Tampa used the technology to scan the faces of peo-
ple in crowds at the Super Bowl, comparing them with images in a database of digital mug shots.
Tampa also installed cameras equipped with face-recognition technology in their Ybor City
nightlife district. The technology failed to identify any criminals and produced several false
matches. However, Tampa police said that the publicity probably deterred criminals and that
they intended to resume the experiment with improved software. But critics like Barry Stein-
hardt, president of the American Civil Liberties Union, want the monitoring to stop because
facial-recognition technology is prone to error and abuse of privacy.’

Joseph J. Atick, the chairman and chief executive of Visionics, a biometric technology sup-
plier, said he is also concerned about the privacy issues raised by biometrics. He supports
greater federal regulation and certification of biometric systems, as well as stringent privacy
guidelines that could include a ban on keeping any photographic image that does not match data
on a suspect. “No match, no memory, is crucial,” he said. “This technology has broad potential
to affect our lives and I have a responsibility to ensure it is not misused.”®

Biometric technology has also been used in Virginia Beach, Virginia. The Virginia Depart-
ment of Criminal Justice Services gave a $150,000 grant to the city in July 2001 to help it ob-
tain face-recognition cameras to look for criminal suspects and missing children. Although
officials had initially expressed mixed feelings about the technology, the city council voted to
install the software at the oceanfront. To fully fund the system, the city will have to pay an ad-
ditional $50,000.”

Citizens can expect increased use of biometric technology in airports following the terror-
ist attacks on New York and Washington on September 11, 2001. Privacy advocates, citizen
groups, political leaders, and manufacturers of the technology itself are debating whether these
technologies should be permitted in certain locations, such as airports, and if so, how they
should be regulated to protect the privacy of the public. Airlines are looking into biometrics
technologies that would allow passengers to volunteer for traveler IDs that could speed the
screening process. Also, officials at Logan Airport in Boston and T.F. Green airport in Provi-
dence, Rhode Island, have announced that they will be installing face-recognition technology.®

The American Civil Liberties Union (ACLU) has opposed the use of face-recognition soft-
ware to check the identity of airline passengers due to ineffectiveness and privacy concerns.
The ACLU noted that the face-recognition technology called “Ferret” by the Department of De-
fense was abandoned by some government agencies after finding it did not work as advertised.
The Immigration and Naturalization Service, for example, had experimented with using face-
recognition technology to identify people in cars at the Mexico—United States border. The
ACLU warns that face-recognition software is easily confused by changes in hairstyle or facial
hair, by aging, weight gain or loss, and by simple disguises. It notes a Department of Defense
study that found very high error rates even under ideal conditions where the subject was staring
directly into the camera under bright lights. The study found very high rates of both “false pos-
itives” (wrongly matching people with photos of others) and “false negatives” (not catching
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people in the database). The ACLU concluded that if installed in airports, face-recognition sys-
tems would miss a high proportion of suspects included in the photo database and flag huge
numbers of innocent people, thereby lessening vigilance, wasting precious manpower re-
sources, and creating a false sense of security.’

Communications Monitoring

It is relatively easy for people to eavesdrop or intercept messages between various types of com-
munications devices such as cordless phones, cellular phones, and pagers. For example, because
analog cordless phones use radio signals, eavesdroppers can use radio scanners or another cord-
less phone to listen in on calls. Thus, people should avoid discussing sensitive information or mak-
ing credit card purchases using their cordless phone. All such information should be shared using
wired telephones on both ends of the conversation. However, the advent of digital cordless phones
that use frequencies not picked up by scanners may increase the privacy offered by these devices.

The federal government has broad powers to use wiretaps of telephones, pagers, wireless
phones, computers and all other electronic communications and communications devices. The
two sources of authority for wiretapping in the United States are:'®

1. The Federal Wiretap Act of 1968. Wiretaps subject to this Act require a court order indi-
cating that there is probable cause to believe that a crime has been, is being, or is about
to be committed.

2. The Foreign Intelligence Surveillance Act of 1978. Wiretapping of aliens and citizens is
allowed if there is probable cause to believe that the target is a member of a foreign ter-
rorist group or an agent of a foreign power. For U.S. citizens and permanent resident
aliens, there must also be probable cause to believe that the person is engaged in activi-
ties that “may” involve a criminal violation. Suspicion of illegal activity is not required
in the case of aliens who are not permanent residents.

Both Acts allow the government to carry out wiretaps without a court order in emergency situ-
ations involving risk of death or serious bodily injury and in national security cases. More
information on this type of privacy invasion can be obtained from the Cellular Telecommuni-
cations Industry Association, 1250 Connecticut Avenue, N.W., Ste. 200, Washington, D.C. 20036,
(202) 785-0081.

Unwanted or Threatening Phone Calls

While unwanted calls are a routine problem for nearly everyone, threatening calls can be a ma-
jor threat to privacy and security. Phone companies will generally assist customers in tracking
and stopping threatening calls. Therefore, as a general rule, recipients of these calls should con-
tact their local telephone service provider before contacting the police. However, the phone
company may have trouble identifying the caller if that person uses pay phones or multiple
phone numbers.

Telemarketers are a major source of unwanted calls. Everyone has probably had the experi-
ence of answering the phone and no one is on the line. This is probably a telemarketing service
that uses automatic dialing machines. The machines dial many phone numbers simultaneously,
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wait for a person to answer, and then transfer the call to an operator. If all of the operators are
busy, the recipient of the call hears silence.

The National Fraud Information Center offers these tips to consumers who wish to avoid
being harassed or defrauded by telemarketers:'"

* Do business with known and trusted companies. Ask the caller to send information about
the product or service offered. Honest companies will be glad to do this.

* Understand all aspects of the transaction before accepting an offer. Know the company, its
address and phone number, the product or service, its price, the delivery date, the return and
cancellation policy, and the terms of any guarantee. Obtain this information in writing.

* Check out the company’s complaint record at a consumer protection agency or the Bet-
ter Business Bureau.

* Only share financial or other personal information such as bank account numbers, credit
card numbers, or Social Security numbers with trusted companies that have a legitimate
need to know.

* Do not succumb to high-pressure tactics.

* Request to be removed from the call lists of harassing salespeople. Keep a list next to the
phone with the company names and dates. If you are called again on behalf of those com-
panies, report it to your state attorney general and the Federal Trade Commission.

* To avoid unwanted phone calls from many national marketers, send your name, address,
and telephone number to:

DMA Telephone Preference Service
P.O. Box 9014
Farmingdale, NY 11735-9014

OR

Preference Service Manager
Direct Marketing Association
1120 Avenue of the Americas
New York, NY 10036-6700
Send via fax to: (212) 790-1427

DMA member companies that participate in this industry-sponsored program will put you on
their “do not call” lists. If you are repeatedly called by fraudulent telemarketers, you may want
to consider changing your phone number. For more information, visit www.the-dma.org.

* Don’t be shy about hanging up. Your phone is just like the door to your home or apart-
ment. You don’t have to open it or invite people in, and you can ask guests to leave at any
time. Fraudulent telemarketers are very good at lying to, bullying, or sweet-talking their
intended victims. The longer you stay on the line, the deeper they sink their hooks. Don’t
let a criminal in your home through your telephone line!

 If you need advice about a telephone solicitation or you want to report a possible scam,
call the NFIC hotline at 1-800-876-7060.

Here are some things people can do to reduce the number of unwanted or threatening phone
calls they receive:

» Change your phone number and request that it be unlisted and unpublished if you are re-
ceiving threatening calls.
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¢ Get an answering machine so you can screen your calls.

* Use the Caller ID features available from some companies to help identify the name of
the person making the call and phone number from which the call was placed. Although
there are ways for callers to override this function, recipients of calls can elect to pick up
only calls from numbers they recognize.

Surveillance

The two primary means of surveillance are video surveillance and satellite surveillance. These
methods are commonly used to monitor a variety of public and private spaces. Video surveil-
lance, or Closed Circuit Television (CCTV), uses small cameras to view people at areas such as
office buildings, shopping malls, parking lots, roads, and sports stadiums. Private homeowners
also use video surveillance to protect their property from intruders. The visual quality of video
surveillance pictures has improved dramatically in recent years and some systems now include
such technical features as infrared capabilities for night viewing. Video systems linked to com-
puter databases have the ability to immediately identify individuals in a crowd. There is a con-
cern that video surveillance technology could be used to subject specific groups of people (e.g.,
minority youths) to more intense scrutiny than others.

Satellite surveillance can be used to view small details anywhere on the face of the earth.
The technology can be used to enhance capabilities during war efforts or to view the aftermath
of a natural disaster. The risk to privacy is that the technology will be used as a surveillance tool
to monitor individual’s homes.

Retail stores use surveillance not only to watch for shoplifters, but also to analyze patterns
of customer movement throughout the store. The purpose is to determine the effectiveness of
marketing and customer service. For example, Brickstream Corporation has developed a sys-
tem that uses ceiling cameras to record and analyze customer movements throughout the store.
Any store using the system might be able to determine how long customers will wait in a non-
moving checkout line or how many customers stop to look at a particular advertising display.
Brickstream executives state that the system reports numeric data and does not personally iden-
tify particular shoppers.'> However, the idea of even more video surveillance in retail shops
worries some privacy experts.

ID Chips

Tiny computer chips have been developed that can be implanted into living beings to track their
movement. The chips, which have already been implanted into many house pets to track their
movement, transmit personal information that can be read by a handheld reader. One day the
technology may be used to keep track of people. For example, corrections authorities are inter-
ested in using the chips to identify prisoners and parolees, primarily because it is a tamper-proof
form of identification. Workers in high-security jobs, like nuclear power plants or airports,
might also use the chips. Elderly or disabled people who cannot communicate their name or
other personal information might also be candidates for the device. However, the device must
still be tested and approved by the Food and Drug Administration. Meanwhile, privacy experts
are concerned that the chips could be implanted against someone’s wishes. Also, there is a con-
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cern that information contained on the chip would be difficult to update if necessary. Mean-
while, the use of chip technology is growing as automobile manufacturers use chips in keys to
deter auto theft and libraries use chips to track books."?

Unsolicited Mail

Many companies use direct mail advertising campaigns to market the goods or services they are
selling. The volume and frequency of the mailings has become a nuisance to many people. The
mailing lists companies use contain the names of people who have done business with the com-
pany or with companies in the same industry, or people who have expressed an interest in the
type of product or service the company sells. A growing number of consumers are electing to
“opt out” by asking companies to remove their name from mailing lists and to not sell their name
and other personal information to other marketers.

Opt-out agreements may either be permanent or for a limited period. The Web site Consumer-
PrivacyGuide.org lists several ways consumers can communicate their preference to opt out of
direct mail lists:'*

» Contact your bank, grocery store, utilities, and phone company directly and ask that they
do not distribute your personal information.

* Write or call the magazines that you subscribe to and ask them not to release your mail-
ing information when they make their subscription list available.

 Direct marketers are required under the rules of the Direct Marketing Association to pro-
vide an opportunity to opt out. Even if the site does not offer the option to opt out when
placing orders on-line or on the phone, ask that your information not be shared.

» Contact Operation Opt-Out (www.opt-out.cdt.org), which provides you with links to com-
panies that provide you with an opportunity to opt out on-line. Operation Opt Out also en-
ables you to generate and mail letters to companies that do not allow you to opt out on-line.

The Direct Marketing Association’s (DMA) Mail and E-mail Preference Services allow con-
sumers to opt out of direct mail marketing and e-mail marketing solicitations from many na-
tional companies. Because your name will not be on their lists, it also means that these
companies can’t rent or sell your name to other companies. To remove your name from many
national direct mail lists, write:

Direct Marketing Association
P.O. Box 9008
Farmingdale, NY 11735-9014

OR

Preference Service Manager
Direct Marketing Association
1120 Avenue of the Americas
New York, NY 10036-6700
Send via fax to: (212) 790-1427

Consumers can also remove their e-mail addresses from many national direct e-mail lists by vis-
iting www.e-mps.org. Consumers can opt out of receiving pre-screened credit card offers by
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calling 1-888-5-OPTOUT (1-888-567-8688). The three major credit bureaus use the same toll-
free number to let consumers choose not to receive pre-screened credit offers.

The National Consumers League offers these tips to consumers who want to remove their
name from marketing lists:'

* Don’t provide information that isn’t necessary for the transaction. Don’t just fill in the
blanks without thinking about whether you want to limit the information you supply.

* Be anonymous. Consider using on-line tools and fictitious names in situations where your
real identity isn’t needed and there is no other option to avoid getting on marketing lists.

* Think twice before entering contests. Entry forms are often used to build marketing lists.

* Know the privacy policy. If you don’t see anything about what personal information com-
panies collect and how they use it, ask.

* Understand your privacy choices. If there is no privacy policy or it doesn’t allow you to
avoid unwanted marketing, take your business elsewhere.

» Know when your personal information is being collected. Be aware of Automatic Num-
ber Identification and other ways that your information may be collected and tell the com-
pany if you don’t want to be put on a marketing list. Ask your phone company how to
block your number if you don’t want it to show.

 Understand that unlisted and unpublished phone numbers don’t guarantee privacy. Marketers
may get your number if you’ve given it to others or they may simply dial you randomly.

* Know your telemarketing rights. Federal law allows you to tell marketers not to call you
again. Check with your state attorney general’s office to find out if you also have “Do
Not Call” rights under state law.

* Know your financial privacy rights. Federal law requires financial institutions to tell
you what information they collect and how they use it, and allows you to request that
your personal information not be shared with unrelated companies. Check with your
state attorney general’s office to find out if you also have financial privacy rights un-
der state law.

* Know your medical privacy rights. Federal regulations limit how your health information
can be used and shared with others for marketing purposes. Check with your state attor-
ney general’s office to find out if you also have medical privacy rights under state law.

* Your state may protect you against spam, or unsolicited e-mails. Check with your state
attorney general’s office.

Other valuable resources include Junkbusters, Mailshell, and Spamex. Junkbusters (www.
Jjunkbusters.com) provides information on reducing the volume of junk e-mail and telemarket-
ing calls. Mailshell (www.mailshell.com) uses filtering technology to prevent junk e-mail from
reaching a user’s computer. Spamex (www.spamex.com) provides users with disposable e-mail
addresses that allow them to identify and stop unwanted e-mail.

Credit Card Fraud

Many purchases and financial transactions are made with credit cards instead of cash. In ex-
change for the convenience and security of not carrying large sums of cash, consumers must re-
alize that cards and card numbers can be easily stolen. Card issuers are placing photos of the
card holders on the card to reduce the potential misuse of the card. However, credit and debit
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card fraud is still quite common. The American Association of Retired Persons (AARP) pro-
vides a list of tips for protecting against the theft or misuse of credit cards:'®

Don’t carry more cards than you plan to use.

Immediately report lost or stolen cards to the credit card company. If you report the theft
early, you won’t have to pay the thief’s credit card bills. In addition, the credit card com-
pany can stop the thief by canceling your credit card number.

Don’t write your PIN (personal identification number) on your credit card. This will pre-
vent the thief from using your PIN to “borrow” large amounts of cash with your card.
Keep your credit card number to yourself. Thieves don’t need your credit card to charge
merchandise to your account. They only need your credit card number. Criminals use
stolen credit card numbers to make purchases over the phone or through the mail. Sophis-
ticated lawbreakers can even make a new credit card with your name and number on it.

Here are some ways to protect your credit card number:

When checking out at store registers, shield your credit card from the people around you.
Someone might be looking over your shoulder to copy your number.

Keep track of your credit card receipts. These receipts can reveal your credit card num-
ber to anyone who finds them.

Don’t give your credit card number to a telemarketer unless you are sure he or she rep-
resents a reputable company or you placed the call. Con artists could pretend to sell you
something just to get your credit card number.

Check your monthly billing statement to see if it includes purchases or transactions you
did not make. Report these to the credit card company right away.

Make sure your transactions are accurate. Be on guard for dishonest merchants who
might change your credit card slip after you sign it.

Always total your charge slip before signing the credit card receipt. Don’t leave blank
spaces where additional amounts could be added.

Never sign a blank charge slip.

Always check your receipts against your billing statement. If you think a charge amount
was changed, call your credit card company immediately.

Debit Card Fraud

Debit cards work like a personal check. The card is run through a scanner and the amount of
purchase is automatically deducted from the purchaser’s checking or savings account. The limit
on spending equals the amount in the account.

The AARP offers several tips for safely using a debit card:'’

Guard the card against loss or misuse because a thief can clear out a bank account before
the owner even knows the card is missing.

If your card is lost or stolen, or if you think it is being used fraudulently, call your bank
immediately. Follow up the phone call with a letter. If you fail to notify your bank within
60 days after you receive your bank statement, your liability is unlimited so you could
lose all the money in your account. Check your bank statements carefully and promptly
for unauthorized charges. There are major debit card issuers that provide more protection
and some state laws cap your total loss at $50.00.
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* For all debit card transactions, hold on to your receipts. A thief can get your name and
debit card number from a receipt and order goods by mail or over the telephone. The
items could be paid for out of your bank account before you know about it.

* Memorize your PIN and don’t keep it with your card. Don’t choose one that a smart
thief could figure out, like your phone number, address, or birthday. Never give your
PIN to anyone.

National Identity (ID) Cards

Many countries use cards as a means of identification. In the United States, national ID cards
have been generally opposed. However, advocates believe the use of national ID cards can en-
hance national security and help identify illegal aliens.

Technology is available that would allow legal U.S. residents to carry a card containing a
computer chip that could hold a considerable amount of personal information, such as finger-
print images. Many countries use national ID cards and the information on them includes
holder’s name, identifying number, photograph, date and place of birth, gender, parent’s name,
place and date the card was issued, expiration date, holder’s signature, height, color of eyes,
marital status, and profession. Much of the information is contained in bar codes that are ma-
chine readable.'®

In January 2002, state motor vehicle officials asked Congress for up to $100 million to cre-
ate a national ID system that would include high-tech driver’s licenses and a network of tightly
linked databases of driver information. In the wake of September 11, driver’s license associa-
tion officials suggested adopting cards containing biometric information such as fingerprints
embedded on computer chips to improve security. In their view, the driver’s licenses had already
become the de facto national identification card. The proposal calls for standardized licensing
procedures and improved methods to authenticate drivers to help prevent terrorists and con
artists from obtaining and using false driver’s licenses as identification. Civil libertarians argue
that such a system would allow for unchecked government scrutiny."'

The military is already using this technology with more than 120,000 active duty military
personnel, selected reservists, and Defense Department civilians using the cards as of Decem-
ber 2001. The military plans to issue more than 4 million high-tech identity cards in the next
two years.20 The cards the military uses have two photos, two bar codes, a magnetic strip, and
an identity chip. The cards have the potential to hold an individual’s complete medical history.
However, because the cards are “smart cards” (discussed later), they can be used to monitor
where a person is physically located at any time.

The attacks on September 11, 2001, escalated a debate about whether national ID cards
could help in the war against terrorism by linking the cards to a worldwide database. Govern-
ments and law enforcement officials could theoretically access the database records to imme-
diately verify the identity of any person in the world. Critics argue that the “smart card” location
tracking technology would erode people’s sense of privacy and encourage harassment by law
enforcement officials.

Although a national ID card has not been implemented in the United States, the technology
used to create the cards has found similar uses. As stated earlier, the American Association of Mo-
tor Vehicle Administrators is devising a plan to create a national identification system to connect all
state driver databases to driver’s licenses embedded with computer chips, bar codes, and biometric
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identifiers. Also, the Air Transport Association wants travelers to carry a travel card that would in-
clude a biometric identifier that could be linked to criminal, intelligence, and financial databases.”!

One advantage of a national ID system would be that a person’s identification could be
immediately identified, which would make for more convenience and shorter lines at
places like airport terminals. However, the risk is that the information on the cards and vast
storehouses of personalized data on each individual that the cards are linked to could be
misused. A Privacy International survey of ID cards found that police throughout the world
arbitrarily detained individuals who failed to produce their card. The survey also found
that minorities and juveniles were often targets of abuse or discrimination based on data
the cards contained.*

Although serious questions remain unanswered about how the cards and related databases
would be used, updated, and controlled, perhaps an even more serious concern is the potential
damage to a person’s life if their card is lost or stolen. The results could range from something
as simple as denial of service to a complete loss of identity.>

The last time Congress addressed similar questions was in 1996 when it voted not to amend
the Illegal Immigration Act of 1996. The Act would have required states to list Social Security
numbers on all driver’s licenses. However, the debate on a national identifier continues, espe-
cially after the attacks that occurred on September 11, 2001. For example, Senator Lamar Smith
(R—Texas) said he would like to explore requiring Social Security cards and certain immigra-
tion documents to have biometric identifiers, such as fingerprints.>*

ID Theft

As of the end of December 2000, the Federal Trade Commission (FTC) had processed over
40,000 entries from consumers and victims of identity theft. Of the entries collected during
2000, 69 percent were victims’ complaints, reporting incidents in which one or more types of
identity theft occurred. Thirty-one percent were requests for information from consumers that
are concerned about becoming victims of identity theft. In 2001, the FTC processed 117,210 re-
ports (a 34 percent increase in reported cases): 86,168 (74 percent) from victims of identity
theft, and 31,042 (26 percent) from other consumers concerned about identity theft, making
identity theft/fraud today’s fastest growing white-collar crime.

Identity theft was the leading consumer fraud complaint reported in 2001. The Federal
Trade Commission’s identity theft hot line receives about 1,700 calls each week. About 42 per-
cent of the 204,000 total complaints received by the FTC in 2001 involved identity theft. Iden-
tify theft occurs when a person’s identity information (e.g., credit card number or Social
Security number) is used by another person to steal the victim’s money or to commit some other
type of fraud. There may be as many as 750,000 identity thefts each year.”> The AARP reports
that losses to consumers and institutions due to identity theft totaled $745 million in 1997, ac-
cording to the U.S. Secret Service.”®

In November 2002, federal investigators uncovered a massive identity theft and identity
fraud scheme that is thought to have spanned nearly three years and involved more than 30,000
victims. Early in the investigation it was estimated that losses to individuals, identity theft vic-
tims, could reach as high as $2.7 million. Three individuals were arrested and charged with wire
fraud and related wire fraud charges, as well as stealing financial information on thousands of
Americans (and possibly foreign nationals).
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The mole in this identity fraud/theft scam was a company insider. The insider had worked
as a help-desk professional with Teledata Communications Inc., a New York—based company
that provides financial institutions and other companies with individualized customer credit re-
ports. The credit reports, which Teledata sells to client companies, are compiled using data pro-
vided by the leading credit rating organizations (i.e., Equifax, TransUnion, and Experian).
Ultimately, when all the dust settles, this could turn out to be one of the largest cases of identity
fraud/theft ever uncovered.

The Federal Trade Commission has identified the following ways thieves can steal a per-
son’s identity:*’

* Open a new credit card account using another person’s name, date of birth, and Social Se-
curity number; use the credit card up to its limit; and not pay the bill.

* Change the mailing address on another person’s credit card account and use the card in
that person’s name.

* Establish cellular phone service in another person’s name.

* Open a bank account in another person’s name and write bad checks on the bogus account.

* File for bankruptcy under another person’s name to avoid paying debts incurred in the
course of stealing their identity.

* Counterfeit checks or debit cards containing another person’s bank account number.

* Take out auto loans in another person’s name to buy cars for themselves.

Thieves obtain personal identifying information by finding or stealing consumers’ credit card
receipts, purse, or wallet. Sometimes the thieves take this information directly from the victim’s
mailbox or garbage cans. Other thieves simply forge or create fake information and documents
such as Social Security cards or driver’s licenses. Also, many people still put their Social Se-
curity number on their checks, which makes the information easy for others to obtain. Increas-
ingly, high-tech thieves are hacking into corporate databases in attempts to obtain large volumes
of credit card numbers and other identifying information. Although credit card companies usu-
ally have limits on the amount of money a customer can lose through identity theft, it often takes
victims a considerable amount of time and effort to regain control of their lives.”®

The Social Security number has to some extent become a national identifier. Although So-
cial Security numbers were originally issued for the Social Security Administration to use for
employment and tax purposes, some other federal agencies currently mandated to use the num-
ber include the Civil Service Commission, Internal Revenue Service, Department of Defense,
food stamp program, Department of Justice, Department of Energy, Department of Treasury,
Department of State, Department of Interior, Department of Labor, and the Department of Vet-
erans Affairs. All federal agencies use the number as an identifier for record-keeping purposes.
State agencies also use the number for welfare, health, and revenue purposes. Third parties, such
as banks and universities, regularly request the number to verify the purchaser of products or
services.”” Because the number is so widely used as a unique identifying number, the privacy
of the number is no longer guaranteed. Also, Social Security cards are easy to forge because
they contain no photo or other unique information. Criminals can almost literally adopt the iden-
tity of another person by obtaining his/her Social Security number.

A great deal of basic personal information is becoming public information. For example, a
Web site called anybirthday.com claims to contain the birthdates of 135 million people. The site
can also provide gender and zip code information. Searches are free of charge. Like so many
Internet companies, anybirthday.com makes money by selling advertising space on its Web site.
Anyone who wishes not to be listed on the database can “opt out.”*"
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Although the Federal Trade Commission acknowledges that identity theft cannot be pre-
vented, it provides the following suggestions for minimizing the risk of becoming a victim:*'

» Before revealing any personally identifiable information, find out how it will be used and
whether it will be shared with others. Ask if you can choose to not submit the confiden-
tial information requested.

» Pay attention to billing cycles and contact creditors if bills don’t arrive on time. Iden-
tity thieves often change the billing address on a victim’s credit card in an attempt to
avoid detection.

e Guard your mail from theft by depositing outgoing mail in post office collection boxes
and by promptly removing mail from mailboxes after it has been delivered. Put a vaca-
tion hold on mail deliveries when on vacation and away from home.

» Passwords protect credit cards, bank accounts, and phone accounts. Avoid using pass-
words that are easily guessed such as mother’s maiden name, birth date, last four digits
of phone number or Social Security number, or any series of consecutive numbers.

e Carry only the identification and credit cards that are actually needed.

* Do not give out personal information on the phone, through the mail, or over the Internet
unless you have initiated the contact or know whom you are dealing with. Identity thieves
often misrepresent themselves over the phone to obtain personal information.

» Shred charge receipts, credit card applications, insurance forms, physician statements,
bank checks, and other financial statements that are being discarded. Cut up all expired
credit cards and driver’s licenses before discarding.

* Store confidential personal information in a safe place.

* Find out who controls personal information at work and ensure that the records are kept
in a secure location.

* Give your Social Security number only when absolutely necessary. Ask to use other types
of identifiers when possible.

* Don’t carry your Social Security card or birth certificate. Keep them in a safe place.

» Review your credit report every year and make sure it is accurate and includes only au-
thorized activities. A credit report contains information on where a person works and lives,
credit accounts opened, debt information, arrest data, and any bankruptcy proceedings. The
major credit bureaus have Web sites that generally allow consumers to order a copy of their
credit report on-line or off, or to learn how to identify and report credit card misuse, how to
remove their name from pre-approved credit card offer mailing lists, and how to opt out of
other junk mail lists. The major credit bureaus are as follows:

e Equifax (www.equifax.com). To order a credit report, call 800-685-1111, or write to
P.O. Box 740241, Atlanta, GA 30374-0241. To report fraud, call 800-525-6285/ TDD
800-255-0056, or write to P.O. Box 740241, Atlanta, GA 30374-0241.

* Experian (www.experian.com). To order a report, call 888-EXPERIAN (397-3742), or
write to P.O. Box 2104, Allen, TX 75013. To report fraud, call 888-EXPERIAN (397-
3742)/ TDD 800-972-0322, or write to P.O. Box 9532, Allen, TX 75013.

e TransUnion (www.transunion.com). To order a report, call 800-916-8800, or write to P.O.
Box 1000, Chester, PA 19022. To report fraud, call 800-680-7289/ TDD 877-553-7803, or
write to Fraud Victim Assistance Division, P.O. Box 6790, Fullerton, CA 92634-6790.

The FTC recommends the following steps to be followed by people who feel their identity has
been stolen:*>
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1. Contact the fraud departments of each of the three major credit bureaus (listed previ-

ously), review your credit report, and request that a “fraud alert” be placed in your file.

2. Contact creditors to determine whether any accounts have been tampered with or opened

fraudulently. Immediately close accounts that have been tampered with and open new
ones with new, non-identifiable Personal Identification Numbers (PINs) and passwords.

3. File a report with local police or the police in the community where the identity theft

took place.

The United States Department of Justice provides additional information on actions that should
be taken by victims of identity theft. The list is based in part on information from the Califor-
nia Public Interest Research Group (CalPIRG) and the Privacy Rights Clearinghouse. The fol-
lowing actions should be taken immediately after identity theft is suspected in order to minimize
the financial damage the crime can cause:>”

Contact the Federal Trade Commission (FTC) to report the situation at either
www.ftc.gov, 1-877-1ID THEFT (877-438-4338) or TDD at 202-326-2502, or at Con-
sumer Response Center, FTC, 600 Pennsylvania Avenue, N.W., Washington, DC 20580.
Contact the local office of the Postal Inspection Service if you suspect that an identity
thief submitted a change-of-address form with the Post Office to redirect your mail or
used the mail to commit frauds involving your identity.

Contact the Social Security Administration if you suspect that your Social Security num-
ber was fraudulently used (call 800-269-0271 to report the fraud).

Contact the Internal Revenue Service if you suspect the improper use of identification in-
formation in connection with tax violations (call 1-800-829-0433 to report the violations).
Call the fraud units of the three major credit bureaus (listed previously).

Contact all creditors with whom your name or identifying data have been fraudulently used.
For example, you may need to contact your long-distance telephone company if your long-
distance calling card has been stolen or if you find fraudulent charges on your bill.
Contact all financial institutions where you have accounts that an identity thief has taken
over or that have been created in your name without your knowledge. You may need to
cancel those accounts, place stop-payment orders on any outstanding checks that may not
have cleared, and change your Automated Teller Machine (ATM) card, account, and Per-
sonal Identification Number (PIN).

Contact the major check verification companies if you have had checks stolen or bank
accounts set up by an identity thief. In particular, if you know that a particular merchant
has received a check stolen from you, contact the verification company that the merchant
uses. Some check verification companies include:

¢ CheckRite—(800) 766-2748

¢ ChexSystems—(800) 428-9623 (closed checking accounts)
¢ CrossCheck—(800) 552-1900

¢ Equifax—(800) 437-5120

e National Processing Co. (NPC)—(800) 526-5380

* SCAN—(800) 262-7771

¢ TeleCheck—(800) 710-9898

The FTC’s Web site (www.ftc.gov/privacy/cred-Itr.htm) also contains a sample opt-out letter
(see Exhibit 8.1). Consumers can use the form to contact the three national credit reporting
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agencies (Equifax, Experian, and TransUnion) to request that their personal credit report infor-
mation not be shared with third parties. Fraud-related information and assistance are also avail-
able through the Internet Fraud Watch (www.fraud.org) and the Call for Action Hotline
(www.callforaction.org). Victims should also report any stolen securities to the Securities and
Exchange Commission.

Census Information

Some people are concerned that personal information provided to the United States Census Bu-
reau will become public information. However, the Privacy Act of 1974 and Title 13 of the
United States Code protect privacy and confidentiality by restricting the use or disclosure of
census information received from individuals and businesses. Furthermore, census data is gen-
erally published in aggregate or summary form. Only sworn employees of the Census Bureau
may have access to individual census information.**

Interactive Television

Technology is quickly obliterating the line between computers and television. New technolo-
gies allow interactive devices that act like computers to receive television signals. Also, many
personal computers are equipped with television tuner cards. These new systems promise shows
on demand and interactive communication with other viewers. However, as more people re-
ceive television through communications networks, television viewers will begin to face the
same privacy concerns now facing computer users. Viewers can anticipate that their viewing
habits will be tracked and their viewing profile will be made available to marketing companies.
Advertisers are also interested in using interactive television to track which commercials each
customer watches. The next possible step is for cable companies to target specific commercials
to specific households or television sets during normal programming.

Medical Privacy

Medical information is regularly shared between third parties such as drug companies, em-
ployers, universities, and government health agencies. Patients often do not know their infor-
mation is being shared. For example, a Washington, D.C., woman sued a surgeon and a national
magazine after the magazine ran a photo of her following cosmetic surgery. A risk to privacy in
the workplace is that employers will use the increasing amount of medical information at their
disposal as a basis for personnel decisions involving hiring and job promotions.*

Consumers Digest provided the following statistics related to medical privacy:*°

* According to the AFL/CIO, “employers commonly use information about an individual’s
medical condition in [making] decisions about hiring, firing or promotions.”

* Medical information is available from insurers through state workers’ compensation pro-
grams and industry databases on insurance claims known as the “Index” system.

* Workers’ compensation claim information is easily bought from employment-screening
firms for as little as $12.
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Be sure to send your letter to ALL three credit bureaus.

Options Experian Trans Union Corporation's
Equifax, Inc. Consumer Opt-Out Name Removal Option
P.O. Box 740123 Name Removal Option P.O. Box 97328

Atlanta, GA 30374-0123 701 Experian Parkway Jackson, MS 39288-7328

Allen, TX 75013
Date

To whom it may concern:

I request to have my name removed from your marketing lists. Here is the information you have
asked me to include in my request:

FIRST, MIDDLE & LAST NAME

(List all name variations, including Jr., Sr., etc.)

CURRENT MAILING ADDRESS

PREVIOUS MAILING ADDRESS

(Fill in your previous mailing address

if you have moved in the last 6 months.)

Note: not required by Equifax and Experian.

SOCIAL SECURITY NUMBER
Note: not required by Experian.

DATE OF BIRTH
Note: not required by Equifax and Experian.

Thank you for your prompt handling of my request.

SIGNATURE

Exhibit 8.1. Credit Bureaus: Sample Opt-Out Letter’’
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* Employers can pull even more medical information from credit records (health-care billing),
bankruptcy records, and even handwriting analysis (some medical and mental states).

Consumers Digest recommends that individuals follow these actions to protect their medical
. 38
privacy:

* Ask for a copy of your medical records from your physician, hospital, and other care
providers. Correct any misinformation. Ask your doctor how much information is re-
leased to third parties, what privacy policies they have in place, and what they do in prac-
tice, as opposed to their policies.

* If you are concerned about privacy during a hospital stay, find out who has access to your
treatment and records. If your concern is extreme, ask to see “access logs” of computer
medical-records systems.

o If possible, restrict the amount of medical information released to employers or insurers. In-
stead of signing blanket authorizations regarding “any medical provider to release any med-
ical information,” negotiate to restrict the authorization to a specific provider or hospital.

* If you are concerned about your personal information being sold, don’t fill out medical ques-
tionnaires accompanying surveys or drug promotions or toll-free information hotlines. Your
name may be sold to companies marketing products that apply to your particular maladies.

* Itis advisable to obtain a copy of your MIB file to ensure that if any information has been
added, it should actually be there and it is accurate and has not been miscoded.
MIB (www.mib.com) is an association of U.S. and Canadian life insurance companies. It is
a leading provider of information and database management services to the financial serv-
ices industry. MIB’s core fraud protection services have protected insurers, policyholders,
and applicants from those who would attempt to conceal or omit information relevant to the
sound and equitable underwriting of life, health, disability, and long-term care insurance.

Member companies send information to MIB when they receive an application for life,
health, disability, or long-term care insurance. The applicant receives a written notice that
authorizes the insurance company to release the information to MIB.

The type of information in your MIB record may include medical conditions repre-
sented by one or more of about 230 codes. Conditions most commonly reported include:

* Height and weight

* Blood pressure

* ECG readings

* Laboratory test results if, and only if, these facts are considered significant to
health or longevity

There are also five codes for non-medical information that might affect insurability.
Examples of non-medical information significant enough to warrant a report to MIB
include:

* An adverse driving record
* Participation in hazardous sports
* Aviation activity

When a consumer applies to an MIB member company for life, health, disability, or
long-term care insurance coverage, the company may check for a record at MIB. If
there is a record, it is sent in coded form to authorized personnel only at the company
making the request. The purpose of the report is to detect and deter applicants from omit-
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ting or misrepresenting significant facts. The insurer who receives a record from MIB will
compare it with information provided by the applicant. If the information in the MIB record
is inconsistent with other information, the insurer may conduct further investigation.

To obtain a copy of your MIB Record (if one exists) follow these steps:

1. Download a Request for Disclosure Form (www.mib.com/html/us_residents.html or
www.mib.com/html/canadian_residents.html for Canadian residents).

2. Fill in the Request for Disclosure Form completely.

3. Print the Request for Disclosure Form.

4. Sign and mail the Request for Disclosure Form (along with your check/money order
for $9.00, unless paying by credit card) to:

¢ U.S. Residents:
MIB, Inc.
P.O. Box 105
Essex Station
Boston, MA 02112
(617) 426-3660

e Canadian Residents:
MIB, Inc.
330 University Avenue
Toronto, Ontario M5G 1R7
(416) 597-0590

* Ask your employer if it is self-insured and obtain a copy of all policies relating to med-
ical information. Are medical records stored in personnel files (that’s illegal under fed-
eral law)? Does your insurer or health-maintenance plan share information with your
employer? If so, who sees it and how is it used?

* Do not give out your Social Security number unless you have to. This number can be used
to track a great deal of information on you, including workers’ compensation records and
credit files. Never provide health information over the phone and make sure your health-
care providers won’t release your medical records without your written authorization.

* Call or write your congressman or congresswoman and tell him/her you want a compre-
hensive medical privacy law that does not include a universal “health identification num-
ber” and that restricts medical information only to health-care providers and insurers.

The Patient Safety Institute (PSI) announced on December 11, 2001, that it is developing a sys-
tem to electronically link medical databases using the same confidential computer systems now
used to facilitate on-line banking. The PSI system will allow doctors, hospitals, and pharmacies
to access patient information about a patient’s medical history, allergies, medications, and vac-
cinations at any time and from any location.*

On-line Privacy

On-line companies routinely collect a great deal of personal information about the people who
visit their Web sites or buy their products. Internet retailers and other companies regularly cre-
ate and share profiles of their customers and those who visit their Web site. The profile may ac-
tually be of your Internet address rather than of you because it is created based on the Web sites
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you visit. However, the problem is becoming more acute as Web addresses are now being linked
to actual identities. The threat is that the FBI might come knocking on your door if you hap-
pened to view a Web page related to bomb making, or that your insurance company will cancel
your health insurance if it finds out you accessed information about cures for cancer. In August
2001, the Yankee Group released the results of a poll that found that 83 percent of consumers
are somewhat or very concerned about privacy on the Internet.*’

Web surfers leave behind a trail of electronic footprints, often unknowingly. Every time
users visit a Web site, their Internet address and the Web page they most recently visited is
communicated to the host site. It is now common for companies to sell or trade individuals’
personal information, often without those individuals’ knowledge or consent. Companies cre-
ate extensive on-line profiles of Internet users that include sites visited, the length of the vis-
its, terms searched for, and whether or not the user responds to unsolicited banner ads. This
practice has an unprecedented impact on personal privacy. Your demographic data combined
with an extensive profile of your interests (preferences for books, magazines, travel, restau-
rants, entertainment, etc.) represents a gold mine for marketers who can use the information
to target their advertising.

In some cases, the biggest asset many Internet companies have is the resale value of the
names, addresses, and e-mail addresses of their customers. Companies value this information
because those names become the target of direct mail or e-mail advertising campaigns. As a re-
sult, many individuals experience the problem of receiving unsolicited e-mails (spam) or direct
mail offers from companies they have never contacted. This is why users often notice they re-
ceive target messages or advertisements about certain topics that they recently searched for on
the Web.

The on-line profiles are created when a Web site places a “‘cookie” (ID number) on the user’s
hard drive. Cookies can be used to identify users returning to a Web site. Session cookies last
only while the user is visiting the Web site. However, persistent cookies remain on the hard drive
and can be used by advertisers to track the browsing habits of users. Cookies can also be placed
on users’ computers via invisible images or “Web bugs.” According to Privacy International, one
advertising service, DoubleClick, has agreements with over 11,000 Web sites and maintains
cookies on 100 million users.*' Some customers have learned to foil cookies by setting their com-
puters to reject them. There are also many on-line privacy tools that consumers can use to pro-
tect their Internet privacy. These tools include snoop-proof e-mail, encryption, anonymous
re-mailers, and cookie busters. (See Appendix X “Recommendations for Protecting Your Pri-
vacy” for additional information and insights into protecting your privacy. This Appendix can be
found by accessing the book’s companion Web site at www.wiley.com/go/privacy.)

Approximately 18 states have anti-spam laws. The courts in Washington and California re-
cently voted to uphold those laws to protect consumer privacy. In December 2001, the Web-
master for Peacefire.org won $2,000 in damages in small claims court by invoking
Washington’s anti-spam law that prohibits sending commercial e-mail containing misleading
information in its subject line or using a bogus return address or third-party domain name re-
turn address without permission. In January 2002, a court ruled that California has the right to
force e-mail marketers to include accurate subject headers and valid contact information in
every spam message sent to California residents. The California law specifically requires spam
messages to include “ADV” (for advertisement) in their subject headers and makes failure to
do so a misdemeanor.**
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In January 2002, Toys “R” Us Inc. agreed to pay $50,000 and change its Internet privacy
policies to end a New Jersey state inquiry into how the toy company protected personal infor-
mation about its customers. Toys “R” Us, which cooperated fully with the state, signed the con-
sent order with Consumer Affairs without admitting any wrongdoing or liability. In December
2000, Consumer Affairs and the Attorney General’s Office subpoenaed records from Toys “R”
Us to investigate whether the company had adhered to its written pledge to protect the privacy
of consumers’ personal information gathered from its Web site. Coremetrics Inc., a company
that worked briefly with Toys “R” Us, gathered the consumer data—addresses and credit card
numbers—from cookies which were placed on on-line shoppers’ hard drives. The investigation
heightened concerns about the undisclosed use of cookies by on-line merchants. Toys “R” Us
agreed to maintain “a clear and conspicuous link to [its] privacy policy on the initial Web page
consumers are brought to when they enter the Web addresses www.toysrus.com and/or www.
babiesrus.com.” The agreement also calls for all data transmitted to Coremetrics from the Toys
“R” Us Web site to be returned to consumers or destroyed. At the time of this writing, a class-
action suit against Toys “R” Us is still pending in California.**

In 2001, Monster.com, an on-line job resource, announced that it was going to sell infor-
mation contained in its resume database to marketers. The company had already supplied
AOL-TimeWarner with information from its database without disclosing the fact to its users.
More that 8.6 million people have their resumes listed on Monster.com, with 25,000 new list-
ings each day. The Privacy Foundation states that most people who list their resumes with on-
line services have no idea their information may be sold. Furthermore, many resumes may be
stored for several years, and may be misused for data mining and identity theft. Also unknown
to many job seekers, some resumes that are sent to corporate Web sites often end up being for-
warded to third-party resume databases for searching by other employers. Even worse, job
sites might forward personal information such as name, address, age, gender, and work his-
tory to advertisers.** Monster.com’s potential impact on privacy continues to grow. In June
2001, Monster.com and the U.S. Department of Labor entered into a partnership agreement
that will require the sharing of data between the two entities. Monster.com will provide a link
to the federal government’s career placement site and cross-list job postings throughout its
network. The Privacy Foundation quotes the president of Recruiters Online Network as say-
ing Monster.com probably has “more information on people than anyone outside of the fed-
eral government.”*?

There are several organizations and Web sites dedicated to preserving personal privacy.
TRUSTe is an independent, non-profit privacy initiative dedicated to building users’ trust and con-
fidence on the Internet and accelerating growth of the Internet industry. TRUSTe has developed a
third-party oversight program that awards a trustmark seal to Web sites that adhere to established
privacy principles and agree to comply with TRUSTe’s oversight and consumer resolution
process. TRUSTe claims that the trustmark signifies to on-line users that the Web site will openly
share, at a minimum, what personal information is being gathered, how it will be used, with whom
it will be shared, and whether the user has an option to control its dissemination. With this infor-
mation, TRUSTe believes users can make informed decisions about whether or not to release their
personally identifiable information (e.g., credit card numbers) to the Web site.*

In December 2001, a consortium of consumer privacy groups launched an on-line guide for
protecting security and privacy on the Internet. ConsumerPrivacyGuide.org offers tips on how to
read and understand the privacy policies of on-line retailers and other Web sites that collect infor-
mation about visitors. It also offers how-to guides for getting rid of “cookies,” the small tags that
Web sites leave on users’ hard drives to track their preferences and other information the next time
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they return to the site. The site is co-sponsored by six consumer groups: the Center for Democ-
racy and Technology (CDT), the National Consumers League, Consumer Action, Common Cause,
Call for Action, and Privacy Rights Clearinghouse. The site was launched to bring Internet pri-
vacy and security issues back into focus, group members say. Protecting on-line privacy has fallen
out of favor since the September 11 attacks on the United States, with Congress and the Bush ad-
ministration giving law enforcement agencies more power to snoop on digital communication.*’

In August 2002, TRUSTe and Watchfire Corporation, a provider of Web site Management
software and services, announced a strategic partnership to strengthen TRUSTe’s certification
and compliance efforts.

TRUSTe will deploy Watchfire WebXM to perform Web site content analysis of its mem-
bers’ sites to identify issues affecting privacy compliance. WebXM'’s privacy management mod-
ule, Privacy XM, enables organizations to collect, audit, and report on privacy-related Web site
management issues such as identifying secure and unsecured forms, P3P cookie issues, Web site
data collection practices, and Web beacons. PrivacyXM gives companies the ability to under-
stand their site’s data collection, use, and potential sharing practices, helping them to avoid pri-
vacy glitches and better manage their ongoing compliance efforts.

In December 2002, TRUSTe strengthened its privacy certification requirements with the release
of its version 8-license agreement. Changes to the license agreement adopted in version 8 include:

* Requiring companies to provide consumers with the choice to opt out before sharing their per-
sonal information with any third party unless the sharing is part of a third-party service rela-
tionship. Choice no longer hinges on a company’s definition of its primary business purpose.

* Requiring licensees to adhere to user preferences for a specified period of time. These
preference changes, also known as “Shelf Life Preferences”, must be maintained for no
less than 12 months with up-front disclosure of intended changes. Furthermore, compa-
nies must notify consumers as to the length of time their preferences will remain fixed at
the time of registration and via e-mail when preferences expire.

* Requiring companies to gain TRUSTe approval on all notices of a change in practice to
better ensure clarity and robust notice.

* Clarifying the requirement that companies ensure that their Comprehensive Privacy State-
ment is consistent with all other privacy disclosures, such as FAQs and P3P statements.

TRUSTe has implemented these changes in an effort to put more “teeth” into its ability to monitor
the privacy practices of Web sites that display TRUSTe’s “seal of approval.” In upgrading and
revising their licensing requirements, TRUSTe has risen the bar for privacy monitoring and comp-
liance.

Many on-line companies have responded to public concerns by posting their privacy poli-
cies on the organization’s Web site. The policies vary in content and the level of protection they
ensure. However, most policies contain a statement of how and why a company collects infor-
mation, what it does with it, how the information is stored, and what the site does to ensure that
the information remains secure. Consumers can use the information contained in the privacy
policy to decide whether or not to provide personal information to the site.

ConsumerPrivacyGuide.org provides a list of questions consumers should try to answer
when reviewing a company’s on-line privacy policy:*®

* What information is being collected? Is the information personally identifiable?
e Why is it necessary to collect this information? Is the data collection appropriate to the
activity or transaction? If not, why does the site need it?
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How is the data being collected? Does the site set cookies? Does the site maintain Web logs?
How is personal information used once it is collected? Is it ever used for purposes other
than those that a visitor intended? (If so, the visitor should be informed of the use.) Has
the visitor consented to it? Does the visitor have the option to prohibit such secondary
use? Can a visitor prohibit it and still enjoy the site?

Does the site offer different kinds of service depending on user privacy preferences?
Does a user have a choice regarding the type and quantity of personal information that
the site collects? Does the site disadvantage users who exercise data collection choices?
Can users access information that has been collected about them? Are users able to cor-
rect inaccurate data?

How long is personal information stored? Is it kept any longer than necessary for the task
at hand?

What is the complaint and redress process? Whom can users contact?

What laws govern the collection? Is it a federal government site regulated by the Privacy
Act?

Is the entity collecting information regulated by another privacy law?

When reviewing the policy, be careful to distinguish information about information col-
lection and privacy from language included to market to you or to encourage you to re-
veal information.

The Washington Post provides the following tips for protecting on-line privacy:*’

Read the privacy policies of Web sites.

Ask how your data will be used.

Set your browser to alert you to cookies and to reject unnecessary ones.

Use an anonymizer to hide personal information while browsing. One site to try is
www.Anonymizer.com.

“Opt out” of list sharing. Check individual sites for their policies or look at Operation
Opt-out for help.

Get separate addresses for personal e-mail and for e-mail addresses you give to Web sites.

PROTECTING CHILDREN’S ON-LINE PRIVACY

The privacy of children is especially vulnerable on the Internet. A Web site called kidsprivacy.com
provides tips for keeping kids safe on-line. This organization believes the involvement of par-
ents, child care providers, and teachers is the key to helping children have a safe experience on
the Internet. Kidsprivacy.com lists the following recommendations for helping young people
use the Internet wisely:*°

* First and foremost, children need to know that just because they are asked for personal in-

formation, that does not mean they have to give it out. Even if the request is from a famil-
iar animated character from a television show or a request to fill out a questionnaire to enter
a site, play a game, or participate in a contest, a child still needs to ask a grownup first.
Discuss what personal information is. Many children understand name and address, but
should also know that hobbies, pet names, favorite cereal, and amount of allowance are
part of their private information and should not be given out on a Web site without ask-
ing permission.
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 Talk with your child about the Children’s Online Privacy Protection Act (COPPA) and
why Congress thought the issue of children’s privacy on the Web was important enough
to pass a law to protect it.

* Look at a Web site’s privacy policy together. This tells you what information a child
might be asked for and how it might be used. Discuss what you find there.

» Selling on the Web is big business—and expanding rapidly. Talk about how advertising
and marketing works. Children understand the world differently than adults, making
them especially vulnerable to advertising and marketing. They need to rely on an adult’s
analytical abilities, judgment and experience. Explain that no matter how cute or clever
the Web site, the main reason it’s on the Internet is to get a child to want a company’s
products and services. Keep in mind that some Web sites are aimed at children as young
as four to six years old.

* Be around when your child is on-line. Put the computer in a highly visible place and
check in periodically. Children can move through Web sites quickly and the enticements
to give up personal information are numerous. Children also tend to be particularly trust-
ing of computers and more open to interacting with them.

* If you think that a Web site is collecting information inappropriately, send an e-mail mes-
sage to register your objection to the company sponsoring the site. And, notify the Fed-
eral Trade Commission, which is in charge of enforcing COPPA: Federal Trade
Commission’s Consumer Response Center at Room 130, 600 Pennsylvania Ave. NW,
Washington, DC 20580, or call toll-free 1-877-FTC-HELP (1-877-382-4357). You can
also go to the FTC Web site www.ftc.gov and fill out an on-line complaint form.

* Look for sites other than the more well-known, product-based sites. Many of them are
just as much fun and interesting. The American Library Association’s list of “700+ great
sites for kids” at www.ala.org/parents/ is a good place to start.

* Teach children that the Web is a resource, not just a place to play games. Work with them
on the Web on family projects—plan a family vacation, research a charity for a donation,
find a book on a hobby, build a family Web page.

Lawmakers recently introduced legislation mandating the creation of a ““.kids” Internet domain,
also called the “Dot Kids Domain Name Act of 2001.” Rep. John Shimkus (R—Illinois) and
Rep. Edward Markey (D—Massachusetts) co-sponsored the bill because the Internet Corpora-
tion for Assigned Names and Numbers (ICANN) had failed to create such a domain. The bill
required ICANN to include “.kids” alongside “.com,” “.net,” and “.org” in the Internet’s world-
wide addressing system. The domain “.kids” would join domains like “.aero,” “.biz,” “.coop,”
“info,” “.museum,” “.name,” “.gov” and “.pro” that were created since “.com,” “.net,” and
“.org” more than a decade ago. The “kids” domain received strong support from pro-family
groups as a means of identifying the content of on-line material. However, the Congress’s Child
Online Privacy Protection Act Commission has not recommended the creation of a “.kids” do-
main because different countries have different standards of what constitutes child-appropriate
material. The Commission argued that “kids” is a term not used or understood in many other
nations.”'
Other children’s privacy resources include:**

2

* America Links Up (www.americalinksup.org) is a public awareness and education cam-
paign sponsored by a group of non-profits, education groups, and corporations con-
cerned with providing children a safe and rewarding experience on-line. This site
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contains resources for parents and kids, and offers a way for individuals and groups to
get involved nationwide by planning or attending teach-ins.

Center for Media Education (www.cme.org) is a non-profit organization dedicated to im-
proving the quality of electronic media, especially on behalf of children and families. The
Center for Media Education is involved in investigating the children’s on-line marketplace.
Children’s Advertising Review Unit (CARU) (www.bbb.org/advertising/childrensmonitor.
asp) is a unit of the Council of Better Business Bureau and is intended to provide volun-
tary standards for the protection of children under the age of 12.

The Federal Trade Commission’s Kidz Privacy site (www.ftc.gov/bep/conline/edcams/
kidzprivacy/index.html) is an educational Web site produced by the FTC surrounding the
enactment of the Children’s Online Privacy Protection Act. This site offers guidance to
parents and children, as well as Web site operators, on the dos and don’ts of children’s
on-line privacy.

GetNetWise (www.getnetwise.org) is a resource for families and caregivers to help kids
have safe, educational, and entertaining on-line experiences. The Web site includes a
glossary of Internet terms, a guide to on-line safety, directions for reporting on-line trou-
ble, a directory of on-line safety tools, and a listing of great sites for kids to visit.
Online Public Education Network, or Project OPEN (www.internetalliance.org/project-
open/about.html) was founded in 1996 as a partnership of the Internet Alliance, the Na-
tional Consumers League, and leading Internet companies to help consumers get the most
out of going on-line. Two guides, “How to Get the Most Out of Going Online” and “Child
Safety on the Information Highway,” provide tips for parental empowerment.

Wired Kids (www.wiredkids.org) is the official North American site of UNESCO’s Inno-
cence in Danger program. The site’s mission is to allow children to enjoy the vast bene-
fits of the Internet while at the same time protecting them from cyber-criminals.
CyberAngels (www.cyberangels.org) finds and reports illegal on-line material, educates
families about on-line safety, works with schools and libraries, and shares basic Internet
tips and help resources.

The United States Department of Justice maintains a “kidspage” on its Web site (www.
usdoj.gov/kidspage/) that offers kids a variety of tips for staying safe on-line.

EMPLOYER SPYING

Employers today use many techniques to monitor their employees. The courts have generally up-
held employers’ rights to monitor employees for security or productivity purposes. Conse-
quently, employers are allowed to conduct background checks and validate the personal histories
of potential hires and existing staff. However, in cases where an employee has an expectation of
privacy, the courts have generally sided with workers whose privacy has been violated. In any
case, employer spying can reduce employee morale and increase anxiety in the workplace.

Video Surveillance

A common method of employer spying is through direct observation of employees. Techno-
logical advances have reduced the size and expense of video surveillance to the point where
it is common in American workplaces. Employers regularly monitor not only office areas



EMPLOYER SPYING 247

and productions lines, but also traditionally private areas such as employee bathrooms and
locker rooms.

Satellite-based tracking systems can be used to monitor the geographic movements of ve-
hicles as well as people. The technology can show the exact position of vehicles at all times to
ensure employees are following intended routes and not deviating from approved travel plans.

“Smart” ID cards

These cards include a chip that contains employee information. These high-tech cards use
location-tracking technologies used by the military to track the location of personnel through-
out the world. Employers have recently begun using the technology to monitor the location of
their employees as they move through the office or work site. The technology could be used to
determine whether an employee spends too much time on a work break or in the bathroom. One
example of a “smart” card is the automated immigration system developed by the U.S. Immi-
gration and Naturalization Service.”® The system identifies people by matching their hand
geometry with their hand’s image stored on the “smart” card.

Phone Calls

Although the Electronic Communications Privacy Act of 1986 (ECPA) prohibits the intentional
interception of electronic communications in the workplace except for business purposes,
phone surveillance is often used in American workplaces. Employers are able to monitor em-
ployee phone calls due to a loophole in ECPA that allows employers to listen in on all employee
phone calls except personal ones. Obviously, an employer must listen to all phone calls to de-
termine whether each one is personal or not. If a call is deemed personal, employers are sup-
posed to stop listening. However, many employers continue to monitor the length and content
of all phone calls, as well as the time of day those calls are made.

Many employers also monitor employee phone calls received via company voice-mail sys-
tems. For example, default pass codes installed in some voice-mail systems give managers ac-
cess to all voice-mail boxes by bypassing employee-selected passwords.

Telephone surveillance or wiretapping can occur in personal as well as business phones. In
1994, the Communications Assistance for Law Enforcement Act (CALEA) required that sur-
veillance capabilities be built into all telephone systems used in the United States.>*

Computer Monitoring

Many sophisticated techniques are available for employers to use in monitoring how their em-
ployees use the computer equipment assigned to them. “Packet sniffing” software packages can
analyze and retain all network communications such as an employee’s e-mails, Web sites vis-
ited, and files shared. Packet sniffers continuously search employee messages and documents
for threatening or sensitive terms or phrases within its search criteria. When these terms are
found, administrators can conduct further analysis to determine if the message posed a risk to
the company or not. Employers use these computer monitoring tools not only to mitigate risks,
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but also to verify that the hardware, software, and communications systems are being used for
business purposes only. Some of the monitoring programs employers can use to determine how
their employees are using the Internet include the following:>

» “LittleBrother” tracks employee Internet usage and provides detailed reports for analysis.

* “SurfWatch” provides Internet monitoring, filtering, and blocking features that can pre-
vent users from accessing unproductive sites. There is also a version that interfaces with
CheckPoint’s Firewall-1 and uses some of Firewall-1’s features in conjunction with its
own filtering and monitoring capabilities.

* “Internet Manager” tracks most active users and most visited sites.

e “Cyber Snoop” provides Internet monitoring and filtering and allows a system adminis-
trator to control sites visited.

Another way employers can monitor computer use is through the use of keystroke loggers that
can record every key pressed on a computer keyboard, even if the information was deleted. Key-
stroke loggers and other programs that can scan data files and e-mails allow employers to mon-
itor Internet usage as it happens. One example of a keystroke logger is “Stealth Keylogger Pro.”
Users of computers with this program installed have no idea that it is operating because there is
no indication on the task bar or task manager. All keystrokes and application launches are
logged to a text file and can be e-mailed to the system administrator.’® Employers and law en-
forcement officials are able to recall the Web sites an employee has visited at any time in the
past, even if the Internet history file has been deleted. In this way, records of computer use can
assist employers in developing profiles on potential and current employees, as well as assisting
in reviews and investigations.

Telecommuters are employees who work from their homes or other remote locations rather
than within a business facility. Today there is less distinction than ever before between home
and office as telecommuting continues to grow. The privacy issues related to telecommuting
continue to unfold. Among the controversial issues still unresolved is how an employer can dis-
tinguish between work and non-work activities when monitoring an employee at home, and
how an employer can distinguish whether employees or one of their family members is using
the office’s equipment. Despite these unresolved issues, employers are increasing their moni-
toring of how workers with remote Internet access use their e-mail and Web surfing privileges.
Employers use software that can record Web sites visited or keystrokes typed, and companies
keep copies of e-mails sent through their systems. Thus, employees should be careful about do-
ing personal business on an office computer, even at nights or on weekends, as an increasing
number of employees are being fired or reprimanded for inappropriate Internet usage.

Employees who send e-mails or browse the Internet using the workplace network or phone
lines should expect very little privacy. Some government employees have argued that employer
searches of their e-mails sent from the office violated their rights under the Fourth Amendment
to the Constitution, which provides for “the right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable searches and seizures.” In O’Connor v. Or-
tega, the Supreme Court extended Fourth Amendment privacy protection to government work-
places. Specifically, the desks and file cabinets of government employees were deemed private
places. However, the government may perform searches necessary to promote efficient work-
place operations. Government employers may also have a legal right to conduct broader
searches of employee offices and equipment if they inform the employees that their desks, com-
puters, and lockers may be searched.
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While private employers are not bound by the Fourth Amendment, they must adhere to
any applicable laws relating to search and seizure. The courts have generally held that as
long as network administrators have the ability to view the contents of e-mails, employees
should expect them to be read. Also, e-mails sent from personal computers have been con-
sidered private in the same way the contents of a first-class letter are considered private.
Personal e-mails can be intercepted and read by law enforcement officials who obtain the
proper search warrants. The Electronic Communications Privacy Act of 1986 (ECPA) also
allows employers to intercept electronic communications (such as e-mails), if there is an
actual or implied consent by the employee. Consent is considered to be implied in cases
where employers simply inform employees that their e-mail messages might be monitored.
As stated earlier, ECPA also allows employers to monitor employee phone calls, except
personal ones.

One major reason employers are concerned about the content of e-mails is sexual harass-
ment. Employers are afraid they will be found liable for sexual harassment in instances where
it is perpetuated through the company’s computer system. There have been many cases where
employees have been fired after sending e-mails that have been deemed inappropriate. How-
ever, e-mail messages can be especially susceptible to misinterpretation. The problem is that
people often say things in e-mail that they would not say in other settings. E-mail has become
ameans of informal communication where communicants adopt the slang, jargon, or tone of the
person they are communicating with. Also, unlike face-to-face communication, e-mails do not
allow the reader to interpret the sender’s underlying meaning by observing their body language,
tone, or facial expressions. Therefore, an inside joke between two people could be interpreted
as a threat or harassment.

Employees also face the problem of receiving e-mails that they did not request or do not
want. The content of e-mails is difficult to assess without opening them. Even if opened e-mails
are subsequently deleted, the record of them remains on the network file server. Similarly, many
Web sites that appear innocent in name may turn out to be pornographic or at least inappropri-
ate to the mission of the organization. Employees who accidentally enter inappropriate Web
sites should close them immediately and inform the network administrator that an error was
made. Many employers allow for mistakes of this type and monitor Internet and e-mail use to
deter or catch the most egregious violators.

Another debate revolves around the difference between using the telephone at work versus
the Internet to communicate. Most employers are comfortable with the fact that employees rou-
tinely use the telephone at work to call their spouse or to make dinner reservations, yet many of
those same employers would be reluctant to allow an employee to make a dinner reservation
through the Internet during business hours. The difference is the comfort level associated with
the telephone and the relative uncertainty associated with the Internet. Until there is parity be-
tween the two mediums, employees should be circumspect in their use of the company’s Inter-
net service for personal business.

The courts will continue to address how much privacy employees should be entitled to ex-
pect when using office equipment. However, it is clear that companies could be held liable for
providing resources that are used to disseminate inappropriate, offensive, or proprietary infor-
mation. Many companies are responding by developing policies that define the limits of Inter-
net use and that inform employees that their Internet use may be monitored. This trend toward
making monitoring policies explicit should help reduce inappropriate Internet use by employ-
ees who do not realize the potential implications of what they do on-line.
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In order to prevent abuses, the American Civil Liberties Union recommends that employ-
ers adopt an electronic monitoring policy that includes the following features:>’

* Notice to employees of the company’s electronic monitoring practices

* Use of a signal to let an employee know when he or she is being monitored

* Employee access to all personal electronic data collected through monitoring

* No monitoring of areas designed for the health or comfort of employees

* The right to dispute and delete inaccurate data

* A ban on the collection of data unrelated to work performance

* Restrictions on the disclosure of personal data to others without the employee’s consent

The Internet gives employees great freedom to access information. However, because the service
is not free, employers have a right to expect that its employees will use the Internet wisely and for
business-related purposes. Telecommuting makes the issue more difficult. If a business supplies an
employee with a computer to use at home, does that give the employer the right to read all materi-
als prepared or viewed on that computer? Many people would say that an employee who uses com-
pany equipment to view pornography over the Internet is misusing company property, but what
about the employee who uses an office laptop to download recipes for chocolate chip cookies?

Employer spying is bound to have a negative influence on employee morale. Most em-
ployees are honest, but some are not. Undisclosed spying on everyone in an effort to catch a few
thieves can create an atmosphere of distrust throughout the entire organization. As a result, em-
ployee dissatisfaction and turnover may increase. Thus, employers are encouraged to clearly
communicate their expectations to employees and the methods that will be used to ensure ad-
herence to those expectations.

Arecent article on employee spying cited another article by Marsha Woodbury, Ph.D., who
wrote, “There is just so much work that can be expected from an employee no matter how many
hours he is on the job. If you maintain a happy and trusting atmosphere you are more likely to
get more productivity out of those hours that are worked.” The article continued to note that,
“As a business or corporation you feel that you have a right to protect your business productiv-
ity and in fact you do, but doing so in draconian terms can actually hurt your cause rather than
help it. In extreme situations such as high security operations or where employee concentration
must not be broken by distractions that might endanger the health and safety of others, then em-
ployee monitoring is a must. But for most businesses employee monitoring might be best left
alone and only put into place if extreme abuse is suspected. In any case, make sure your moni-
toring policies are known and that your employees can review those policies. Spell out what is
acceptable and what is not and what exactly are the consequences for policy violations.”®

Monitoring e-mail content allows employers to assess the productivity of their workers or
to protect trade secrets. Therefore, employers are advised to explicitly warn their employees that
their e-mails will be monitored. Companies should develop written privacy policies to address
all aspects of privacy, including e-mails. All employees should be required to read and sign a
form indicating that they have read and understand the policy.

Monitoring of the U.S. Judiciary

Even federal judges are exposed to workplace monitoring. In May 2001, a group of U.S. fed-
eral court judges disabled the Internet connections on their computers after they learned their
Web browsing was being monitored by the court administrators who maintained the computers.
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The judges, troubled by the privacy and confidentiality issues, argued that the monitoring vio-
lated the Electronic Communications Privacy Act of 1986 (ECPA). The administrators felt that
monitoring was necessary and sought to institute a policy to inform federal judges and their staff
that they should have no expectation of workplace privacy.

In September 2001, the Judicial Conference, the policy-making body of the federal judici-
ary, decided in favor of the judges. The Conference rejected the administrators’ proposed pol-
icy to eliminate all judicial expectation of privacy in the workplace and voted to end monitoring
of the judges’ e-mails. However, the Conference approved limited monitoring of Internet use
and prohibited the use of certain file-sharing programs.”®

Profiling

Employers are increasing their use of psychometric or aptitude testing to evaluate potential em-
ployees. Such tests can measure intelligence, personality traits, character, honesty, and work
skills. Most employers also conduct extensive background checks before hiring a new staff
member. After employees are hired, many can expect to be subjected to regular drug testing.
Easy-to-use kits allow companies to administer tests that give immediate results without the
need for special laboratory equipment or medical training. The common tests use hair or urine
samples and can detect a variety of drugs in the system. However, because tampering with the
tests to avoid a positive reading is common, employees may be forced to give a urine sample in
the presence of the test administrator. The personal privacy concerns in this case are obvious.
Workers subjected to frequent drug tests often feel mistrusted and unmotivated, which can neg-
atively affect productivity. Employers, however, argue that drug tests are necessary to help en-
sure a safe working environment.

There is increasing concern that future hiring and promotion decisions could be based in
part on DNA test results, which could be used to predict a worker’s behavioral patterns or pre-
disposition to health problems. A study conducted by the American Management Association in
2000 found that 15 percent of major U.S. firms were using genetic testing or similar tests to pre-
dict susceptibility to workplace hazards.®® The concern is that these tests will be used to dis-
criminate against certain ethnic or religious groups.

CHANGES TO PERSONAL PRIVACY FOLLOWING SEPTEMBER 11, 2001

On September 11, 2001, the terrorist attacks on the World Trade Center and Pentagon
shook the world. In response to those attacks, there have been numerous new laws and
policies implemented to reduce the threat of terrorism. However well intentioned these
measures, some people have become worried that the increased security measures will
have a negative effect on personal privacy. Yet many Americans remain supportive of the
intrusions into their private lives brought about by increased surveillance, searches, and
other measures. Robert B. Reich, Secretary of Labor under President Bill Clinton, summed
up the concerns of privacy advocates when he said, “I’m surprised there hasn’t been more
of an outcry. The president [George W. Bush] is by emergency decree getting rid of rights
that we assumed that anyone within our borders legally would have. We can find ourselves
in a police state step by step without realizing that we have made these compromises along
the way.”®
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New Airport Security Laws

The Aviation and Transportation Security Act (P.L. 107-71), signed by President Bush on No-
vember 19, 2001, created the Transportation Security Administration (TSA) in the Department
of Transportation. The law makes many fundamental changes in the way transportation secu-
rity will be performed and managed in the United States. For the first time, aviation security
will become a direct federal responsibility, overseen by the new Under Secretary of Trans-
portation for Security (in charge of the TSA), who will report directly to the Secretary of Trans-
portation. In addition, all transportation security activities will be managed by one agency.

The TSA will be very visible to air travelers because it operates the passenger screening
process in over 400 communities around the country. The mission of the TSA is broader than
aviation and its activities will be more than screening.

The job of the TSA is to look at threats across the national transportation system and pre-
vent disruption by terrorists. The TSA will work with all of the agencies of the United States
government to take advantage of the best available intelligence information. The TSA will de-
sign and operate a system of overlapping systems—some that are visible to the public, and oth-
ers that are not. Sophisticated uses of information and advanced technology will be among the
tools of a flexible, well-trained, and equipped security force.

Although TSA took over the screener contracts in 2002, federal screener personnel replaced
these contracts on November 19, 2002. In addition, according to the law, explosive detection
systems are to be in place to screen all checked baggage by December 31, 2002.2

The law allows for more aggressive and extensive search of passengers’ bags, and other
measures to counter terrorism. The law also allows airlines to use one of four methods to better
track baggage: (1) explosive-detection machines, (2) hand searches, (3) bomb-sniffing dogs, or
(4) matching checked luggage to passenger lists. Airlines are required to inspect all checked lug-
gage and have a law enforcement officer stationed at every screening station at major airports.
Passengers are now subject to more extensive and thorough hand searches of luggage and more
computer cross-checks with watch lists maintained by the FBI and other law enforcement groups.

Anti-Terrorism Law

On October 26, 2001, President Bush signed into law the PATRIOT (Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism) Act, an anti-terrorism package giving the govern-
ment access to more personal data and communications. The law, which applies to criminal and in-
telligence investigations as well as to terrorism investigations, contains the following provisions:63

It allows government agents to collect undefined new information about Web browsing
and e-mail without meaningful judicial review.

 Itallows Internet service providers, universities, and network administrators to authorize
surveillance of “computer trespassers” without a judicial order.

* It allows the FBI to compel disclosure of any kind of records, including sensitive med-
ical, educational, and library borrowing records, if they are connected with an intelli-
gence investigation.

* It allows law enforcement agencies to search homes and offices without notifying the
owner for days or weeks after the search.

* It allows the FBI to conduct wiretaps and secret searches in criminal cases.
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The concern of the Center for Democracy and Technology (CDT) is that the law will cut gov-
ernment agencies loose from standards and judicial controls, which could result in the govern-
ment casting an even wider net and collecting more information on innocent people. The CDT
called upon Congress to exercise its oversight powers to conduct review of how the law will be
interpreted and applied. The CDT is also looking at the privacy implications of other changes
following September 11, such as proposals to allow increased telephone and Internet surveil-
lance, to implement national ID cards, or to increase the use of biometrics (e.g., face recogni-
tion technology) at United States borders and in other situations.®*

Increased Surveillance

In October 2001, the Pentagon issued a rush appeal for ideas for fighting terrorism by asking
contractors for new surveillance technologies that could be used for military or civilian pur-
poses. The requested items included a computer system for tracking anyone who buys material
that could be used in making bombs, a portable polygraph machine for questioning airline pas-
sengers, facial-recognition systems, computer programs that can predict terrorist behavior,
scanners for spotting people who have handled weapons of mass destruction, and voiceprint
software for automatically recognizing people speaking Middle Eastern languages. The Senate
also approved a bill that would greatly expand the ability of law enforcement and intelligence
agencies to tap phones, monitor Internet traffic, and conduct other forms of surveillance in pur-
suit of terrorists.®®

SUMMARY

Intrusions on personal privacy are increasing at a rapid pace. Business owners expect to know
where their employees are and what they are doing, marketers ravenously seek out personal in-
formation to build clientele, and the government diligently tries to fulfill its obligation to make
sure public places are safe and secure. Meanwhile, the Internet has made vast amounts of in-
formation, including private data, available and transferable at the click of a mouse button. But
even as the fences guarding our privacy are under siege, new technologies and strategies are be-
ing developed to help protect our information, identity, and property.

The major components of privacy are information privacy, bodily privacy, communications
privacy, and territorial privacy. Some of the major threats to these aspects of privacy come from
surveillance, eavesdropping, wiretapping, office searches, alcohol and drug testing, ethnic and
racial profiling, identity theft, biometrics, and unsolicited e-mails, phone calls, or mail. In the
future, people could be asked to carry national ID cards that hold their personal information on
a computer chip, or the chip with that data could be implanted directly into their bodies.

The attacks of September 11, 2001, have resulted in more measures that affect personal pri-
vacy. In the days following the attacks, the government passed new airport security laws and anti-
terrorism laws that resulted in more searches of personal belongings and increased surveillance.

But just as new privacy threats appear, new privacy protection ideas are introduced. More
and more people are beginning to protect their privacy by opting out of mail and phone lists,
by using on-line privacy tools such as anonymous re-mailers and cookie busters, and by re-
stricting outside access to their personal data whenever possible. It is clear that as threats to
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privacy increase, more people will be demanding to know why information is being collected,
how it will be used, and how it will be kept private.

Chapter 9 discusses in more depth the various means, methods, and tools available to pro-

vide individuals with privacy protection.
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